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Indian Institute of Technology Indore
Dos and Don’ts for Security

Physical Security Measures:

Vi.

All officials and employees must display their ID cards not only at the time of entry into the
office but keep displaying it during the entire period of stay in the office building.

The security personnel may frisk and check bags/briefcases of all employees at the time of
entry and/or exit, regularly or occasionally (surprise checks) depending on the
requirement.

Security personnel may search and frisk visitors and their belongings, depending on the
requirement.

Thorough checking of the material taken in or out of the Institute, especially in bags or
envelopes would be caried out. Office items if any to be taken out of the Institute premises
with a valid gate pass and after due entry at Central Stores and the Security Gate.

Entry of casual labourers in the Institute premises for carrying out construction work, civil
work or other types of work will be based on proper id card issued by the respective
contractor and barcoded by the security office. Casual labour entry for the new labourers
will be allowed based on list containing the name and other details like the mobile number
and Aadhar only for 3 days, in case the contractor is unable to issue the id card to such
labourer they will be disallowed to the campus.

A 24x7 operational control room is available at the Hub Building for continuous
surveillance and for continuous situational updates and communication with relevant
stakeholders inside the Institute and agencies like state police, Anti-Terrorist Squad, Bomb
Disposal squad, civil defence, SDRF and NDRF.
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General Security Dos and Don’ts:

DOs

a. Do read and ensure that your staff have read all security standing orders and instruction
relating to contacts with foreigners etc. Please contact the office of international relations in
case of any requirements.

b. Do ensure at all times the physical security of

i. your office rooms
ii. your laboratories
iii. your documents
iv. your shelves and almirahs
V. your office seals
vi. your operational and duplicate keys.

c. Do ensure that on closing down for the day, nothing to prejudice security is left lying about in
your office even for a short while.

d. Do make sure of the identity of a visitor first and then give them just what he needs to know to
discharge his duty.

e. Do ensure that all classified wastepaper is burnt/shredded daily under adequate supervision.

f. Do report at once to your HOD/Dean or the CSO if you observe any breach of security in your
office.

DON’Ts

a. Do not keep your eyes and ears closed. If everyone is on the lookout for breaches security
assured.

b. Don’t hesitate to have the identity of an unknown visitor established before you pass on any
classified information to him. It is always advisable to have a copy of the id card of the
individual self-attested by him and kept in the records for future references.

c. Don’t leave your room with secret papers lying on your desk. Lock them up if you leave your
room even for a short while.

d. Don’t take official documents home. If you have to take documents home, don’t forget that the
burden of their security is your personal responsibility.

e. Don’t have classified maps, graphs, charges, photographs etc. displayed open on the walls in
your office. Keep them covered or locked.

f. Don’t encourage rumor and garrulity by anyone. On the contrary, suppress these firmly.

g. Do not put your neck out by signing receipts for secret papers without scrutiny.

h. Don’t forget to destroy all drafts, rough notes, spare copies, Steno’s notes, carbon paper etc.

when you get fair copy ready.

Don’t leave your room unlocked at any time.

Don’t discuss sensitive subjects and/or classified information on the phone, which is a public
service.
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